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Asynchronous round-based distributed algorithms
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Overview of results
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sound and complete also undecidable,
reduction but well-developed tooling

Our reduction lets us perform parameterized verification using state-of-the-art model checkers.



Case studies using nuXmv

Algorithm safety properties liveness properties time
Ben-Or, crash faults agreement, validity ~ restricted termination =~ < 4s
Ben-Or, Byzantine faults ~ agreement, validity  restricted termination =~ < 8s
Bracha, Byzantine faults ~ agreement, validity  restricted termination =~ < 15s
Raft leader election leader uniqueness N/A 2s

Every property verified in under 15s.



Process templates for specifying algorithms

Process template captures the behavior of
one process in one round.

It is a control graph with:

B finitely many control locations

B finitely many message types with a
possible broadcast at each location

B transitions labeled with a guard and a
jump length
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HSCL for specifying correctness

HSCL = History State Count Logic

® Formulas are built over integer variables count, ()
— the number of processes that have visited location £ in round r.

HSCL formulas are Boolean combinations of the following two types of atoms:
® 'V, count,(£y) < 1 (round local atom)
m )" count,(¢1) < n (cumulative atom)

HSCL does not observe:
® which processes
B in what order

= which messages they received that enabled the transitions.



The reduction

parameterized semantics
infinite-state system

LTL model checking

infinite- er system finite-counter system -
infnitecotntenty d ! 4 ™| of finite-counter system

drop receives &

process identities bound the drift HSCL — LTL

Treat receive steps as stuttering steps.

Forget which process is in which state, instead store how many processes are in each state.

Restrict verification to executions with bounded drift and prove it is complete.

Translate HSCL formulas to LTL formulas over reduced system.
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Conclusion

Summary

B We study parameterized verification of asynchronous round-based distributed algorithms
B Give a reduction to LTL model checking of finite-counter systems

= Show the reduction is practical using experimental evaluation

Future work

Generalize the reduction to
B more expressive logic (for almost-sure termination)

B more expressive template (for DAG-based consensus)

Nathalie Bertrand, Pranav Ghorpade, Sasha Rubin Thank you!



